California Counter-Drug Joint Task Force

146th Airlift Wing, Team Condor

 “Standardized C-130 Sensor Pallet” 

Sensor Requirement Summary

Introduction - The ANG has a unique mandate in supporting civil authorities for a variety of mission roles not typically undertaken by active military components under “Title 10” …… This requires that the ANG acquire and maintain unique capabilities to meet this challenge.

 The California Air National Guard’s 146th Airlift Wing currently operates the Lockheed Martin C-130 aircraft with a Lockheed manufactured Sensor pallet (with wet film cameras) in the support of Counter-Drug and Homeland Security operations on an average of over 300 hours a year. Approximately 5 years ago the 146th AW started a search to upgrade the pallet’s sensor abilities in order to combat the increased vigilance of narco-trafficers, growers and narco-terrorists. Our current system was evaluated by the NGB-CD Technology Consortium in an effort to develop a standardized system for all Air National Guard C-130 units with a desire to engage in CD and Homeland Security air support missions.
The State of California has additional varying requirements for non-dedicated “Command, Control, Communications, Computer, Intelligence, Surveillance, and Reconnaissance (C4ISR)” airborne sensing capabilities. At present, several C-130 based missions are executed without the full benefit of advanced C4ISR technologies, that would otherwise enhance operations which require detecting, identifying, mapping, characterizing, modeling, targeting, tracking, and surveillance of targets of interest through inclement weather (snow, cloud, rain, fog, smoke), foliage, littoral water, and permeable terrestrial strata (underground). These missions could expand to include but are not limited to; NBC Toxin Detection, Characterization & Modeling, WIldland Fire Characterization and predictive modeling, Airborne C2 Relay, Search & Rescue (SAR), Communications Intelligence (COMINT), Electronics Intelligence (ELINT), Reconnaissance (RECCE), Precision Air Drop, Surveillance & Targeting, Marine & Terrestrial Mine & Obstruction Detection, UAV Relay/Control in support of the asymmetrical war-fighter and homeland security applications.

2.0 Applicable Sensor Technology for CD.
Sensor technology was researched on the ability to highlight illegal drug activity and trafficking. The following list of technologies was determined to be commercially available, the best for leveraging the most from current assets, and could best exploit the efforts of drug traffickers and terrorists.

•Advanced Spectral Imaging.


Since this technology has the ability to collect and detect large amounts of very specific spectral reflections from a safe distance, computer algorithms could be developed to filter the data collected by this system in order to locate almost any specific material desired. This capability would help in the possible detection of hidden cannabis grows, meth-lab sites, and trafficking vehicles, etc.  A very small amount of material can be detected amongst a large field of imagery data allowing the aerial detection of hidden evidence to be effective once more. $265,000 to $1,000,000
•Electro-Optic (EO) Infrared (IR)


This type of technology is currently in use by many CD air support vehicles. It gives us the ability to detect, track and observe vehicles, individuals or areas of interest from long ranges (EO) and evaluate their temperature differences with infrared imaging (IR).  Infrared sensors are helpful in the confirmation of indoor cannabis grow sites as well as the detection of other activities that generate heat. Laser illuminators could also be used to track LEA personnel and easily distinguish them from others during an operation. $ 250,000 to $2,000,000

•Imaging Radar (SAR)


SAR radar has the advanced ability to penetrate smoke, haze and cloud from long range and ground map terrain, vehicles, foliage and other structures with the same incredible detail now gained from EO or wet film. By combining many images from different angles, one can evaluate an area of interest in a 3 dimensional image without detection of individuals on the ground.  $1,900,800

•Ballistic Winds – 3D characterization of wind anomalies


This advanced version of Doppler radar allows the user to measure the speed and direction of wind at any altitude below and in front of an equipped aircraft with usable accuracy.  This technology would be helpful primarily in the modeling of wild-land fires, chemical cloud release, and other wind driven anomalies. 

Not priced
•ELINT – Electronic Signals Intelligence


The ability to evaluate the emission of electronic signals would give law enforcement the capability to possibly detect and triangulate on different and specific types of electronic equipment that emit a signal. The advantages of this type of technology should be evident.  *It should be noted that this technology has security classifications and thus limits its use and who could operate it. 

$79,200 demo only. Equipment not priced.

•COMINT – Communications Intelligence


This capability gives the user the advantage of listening to or intercepting communications signals. Radios and cell phone could be monitored for intelligence gathering. *It should be noted that this technology also has security classifications and thus limits its use and who could operate it. 

$39,600 demo only. Equipment not priced.

•Airborne NBC Toxin Detection


Equipment is being developed to detect specific chemical compounds remotely. This technology would have benefits primarily in Counter-Terrorism however could possibly be used in the detection of chemical processing used to produce certain drugs. This type of system could also be beneficial in determining the toxicity of industrial plumes or wildfire smoke. Not Priced

•Digital Color Aerial Mapping Cameras with Onboard Mosaic Capability

More efficient aerial mapping technology is now available and should be exploited. These new sensors have the ability to map large areas with almost the same resolution of wet film cameras. This imagery would already be in a digital format and not require any additional handling such as chemical developing, printing or scanning. This in turn would alleviate the acquisition, maintenance, operation and the HAZMAT control of wet film processing equipment. Digital cameras are a force multiplier saving manpower and allowing individuals to focus on interpretation verses processing the product. Digital imagery could be exploited immediately on board the aircraft, made into a mosaic, overlaid with other sensor data, subpixal analysis, annotation etc. then sent in near real time to the user via signal transmission. $500,000 to $3,000,000 plus. ZI Imaging best system costs out at $2,851,200 

•High Speed Computer Data/Image Processing


With the aforementioned technologies, it would be required to have the computer processing power to evaluate, filter, sort and compile the data collected. 

$20,000 to $97,400 hardware – $322,000 software (less if ZI camera used)

•High Speed LOS/OTH Data Links


After the data is collected and processed it would be of critical advantage to be able to send the data and imagery in near real time to the civil authority responsible for first responders of an incident or arrest. The radio and satcom equipment required for this would need to be evaluated for its ability use a variety of frequencies and its bandwidth abilities to carry a sufficient amount of data to the user.

$64,000

Evaluation:


Given the current flat-line budget restraints of the CAJS-CD Program, the perceived value of pure wet film aerial imagery is rapidly decreasing when judged on a value per dollar.  The measurement of effectiveness has always been difficult to measure for ISR programs, as imagery does not always lead to the seizure of contraband. It does however lend itself greatly to tactical planning advantages and officer safety. This is evident by the level of requests made by various law enforcement agencies for this capability. Although the demand for imagery and photogrammetric capability is high through out the country, the cost of the program is at nearly 2 million per year (roughly 8% of the annual budget for the state). It is our goal to increase the value of the imagery while decreasing the cost of operations.

Minimum senors required:  The capabilities that lend themselves best to exploiting counter narcotic efforts we feel are (in order of value) the Multi-spectral, digital mapping cameras and FLIR type sensors for the reasons mentioned above. One or more of these 3 senor technologies would greatly enhance the value of current airborne assets. Multi or Hyper-spectral abilities would have the most versatile applications in Counterdrug and homeland security missions.  These systems could be used to locate cannabis grows in the national forests and possibly methlabs with valuable accuracy. This technology is also valuable for homeland security and environmental use. The list of what could be detected with this system is only limited by ones imagination and the development of the proper algorithms. 

The Z/I imaging system with Terrashare ™ would have the best value out of all of the systems we have explored currently. This system although seems expensive at $2,851,200, has the highest resolution camera (at 185 mega pixels) combined with a multi-spectral sensor, georectification avionics and the exploitation / planning software all included. It should be noted that most worthwhile airborne digital camera systems alone range from 800,00 to $3,000,000.

There are other high value multispectral systems offered at less expense.  Such a system is available from Airborne Data Systems who have used or leased equipment for 30 to 50% less than the full price range of $265,00 to $600,000. This system also has the exploitation software and integrated Differential GPS and INS positioning systems for georectification.  


An additional sensor that we have considered is the Leica Geosystems ADS40 airborne digital sensor. Like the Z/I system it is a digital camera and multi-spectral sensor in one and has its own GPS and IMU geospatial information and image analysis software. This system is programmed to work with a software suite that we currently operate called ERDAS Imagine for photogrammetric work. This sensor is not as seamless overall when integrating with other applications.  The price is $1.2 to $1.3 million.

C-130 Cost Factors:

The current costing for the C-130E model aircraft for the Department of Defense (FY2003) is $3073 per hour. For the C-130 J model is $1836 per hour. This costing includes all consumables, parts, depot maintenance, fuel, crew etc.  


It is important to note however, that the C-130 Counterdrug program in California (Team Condor) is only charged and budgeted for the “Flying O&M (operation and maintenance) dollars” of 300 hours per year.  This is the cost per flying hour for consumables and parts only. The average flying O&M portion of costs for the C-130 E is ranging between $1,600 and $2000 per hour depending on the fiscal year.  The CD program is not currently charged for maintenance man-hours and the flight crews are paid via man-days. It is Team Condors policy to hire C-130 crewmembers for its operational positions thus these team members have a dual role to fly 80% of CD missions as well as fulfill normal daily CD functions. This increases the efficiency of the program. 


The advantage of the California program is evident in not having to host a logistics infrastructure for an aircraft system when one already exists in the Air National Guard with the C-130. This also exploits the advantage of having an entire squadron of aircraft available should an aircraft become unusable due to a maintenance issue. A roll on roll off pallet system can leverage this advantage by getting removed from the unusable airframe and reinstalled on a spare aircraft quickly enough to accomplish the scheduled mission on time. 

Conclusion: 


In summary, it is evident that there is a strong need and thus a stated requirement for more advanced ISR capabilities in California and the nation. 

The C-130 is an already established flying asset with an existing logistics system and an optimal multi mission aerial platform of significant number throughout the Air National Guard. 

The multispectral type sensor is the most desired capability to be acquired for counterdrug and homeland security.


There is an overwhelming logic in the case for roll on roll off based ISR systems designed for use on C-130 type aircraft. It is a low cost and highly versatile solution to a critical requirement across the country. This type of system would become a definite force multiplier and enhance the roll of the Air National Guard in the security of this nation.
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